Ob0yvarmumcs

I[TAMATKA

JUISL OBYUAIOIUXC ST Ob THOOPMAITMOHHOM BE30ITACHOCTH JIETEM

HEJIb34

1. Bcem mozpsi cooOmiath CBOIO YacTHYIO HH(GOpMAIHIO (HacTosImure UM, aMHUITHIO, TenedoH,
ajzipec, HOMEP IIKOJIbI, a Takke Gororpaduu cBOM, CBOCH CEMbH H JIpy3€eii);

2. OTKpBIBaTh BIOYKEHHBIE (haiiiIbl AJICKTPOHHOU MOYTHI, KOT/1a HE 3HACIIHh OTIIPaBUTEIIS;
3. I'pyOuTth, npuanpaThcs, OKa3bIBaTh JaBICHHUE - BECTHU Ce0s1 HEBEKIIMBO U arpeCCUBHO;

4. He pacniopsbkaiics JeHbraMu TBOEH ceMbH 0e3 pa3peleH sl CTapIIuX - BCETa CIpalinBaii
ponuTeneu;

5. He BcTpeuatics ¢ THTepHET-3HaKOMBIMU B PE€aIbHOM JKU3HU - TIOCOBETYHCS CO B3POCIIBIM,
KOTOPOMY JI0BEpSIEILb.

OCTOPOXHO

1. He Bce mumyT npapay. YUuraens o cede HenpaBay B MTHTEpHETE - COOOIM 00 ’TOM CBOUM
POOUTCIIAM WU OIICKYHAM,

2. IlpurnamaioT nepenuchiBaThCsl, UrPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;
3. He3akonHoe konrpoBaHue ¢aiinoB B IHTepHETE - BOPOBCTBO;
4. Bcerpa pacckasbIBaii B3pOCIBIM O TIPOOJIEMax B CETH - OHU BCET/Ia TIOMOTYT;

5. Ucnonw3yit HacCTpOWKU 0€30MaCHOCTH U MPUBATHOCTH, YTOOBI HE TMOTEPSITH CBOM aKKAyHTHI B
COLICETSIX U APYTUX MOpTanax.

MOXHO

1. YBaxaii 1pyrux nojab30BaTeie;

2. [Tonb3yembest MTHTEpHET-UCTOUYHUKOM - J€Jail CChUIKY Ha HEro;
3. OTKpbIBail TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. O0maTbcs 32 TOMOIIBIO B3POCIBIM - POJAUTEINHN, ONEKYHBI M aIMUHUCTPALIUs CATOB BCET/1a
IIOMOT'YT;



5. lpoiian oOydenwue Ha caiite "CeTeBUYOK" U MOTYYH MacopT U(POBOTO TpaxkaaHruHAa!

NHO®OPMAILIMOHHASA ITAMSATKA

C KaXIpIM T'OJJOM MOJIOZIC’KM B UHTEPHETE CTAHOBUTHLCS OO0JIbIIE, a INKOJIBHUKH OJTHU U3 CAMbIX
aKTUBHBIX ITOJIb30BaTese Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HeCeT U MpoOJeMbl. DTa mamsTKa JI0JDKHA TOMOYb Tebe Oe30macHo
HaXOJUTHCSI B CETH.

KomneroTepHbie BUpYyCHI

KomnbioTepHblit BUPYC - 3TO pa3HOBUAHOCTH KOMIBIOTEPHBIX MPOrPaMM, OTIMYUTETHHON
0COOEHHOCTBIO KOTOPOIi ABIISETCA CLIOCOOHOCTh K pa3MHOKEHHIO. B ormonHeHne K 3Tomy,
BHUPYCHI MOT'YT MIOBPEAUTH UM MOJTHOCTHIO YHUUTOKUTD BCe (hailiibl M TaHHBIE,
MOJKOHTPOJIbHBIE MTOJIB30BATENI0, OT UMEHH KOTOPOTro ObLIa 3aIyIeHa 3apaKeHHask IporpaMma,
a TaKKe MOBPEIUTh WIN Jake YHUUYTOKUTH ONEPAIIMOHHYIO CUCTEMY CO BceMU dailnamu B
1esioM. B GonbIIMHCTBE CllyyaeB paclpoCTPaHAIOTCS BUPYCHI Yepe3 HHTEPHET.

Mertozp! 3aIlUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. MUcnonb3yi COBpEMEHHBIE ONIEPAIIMOHHBIE CUCTEMBI, HMEIOIINE CEPHE3HBIN YPOBEHD 3AIUTHI
OT BPEIOHOCHBIX ITPOrPaMM;

2. IlocTosiHHO ycTaHaBIMBal MayTH (LIUPPOBBIE 3aIIATKH, KOTOPBIE aBTOMATUYECKH
YCTaHABIUBAIOTCS C IEJIbIO JOPAOOTKHU MPOTPAMMBI) U APYTHE OOHOBJICHHS CBOCH
OTepalnoHHOM cucteMbl. CkauuBail UX TOJIBKO ¢ OpHUIMANTBHOTO caiiTa pa3padboTunka OC. Ecnu
CYIIECTBYET PEXKHUM aBTOMATUYECKOTO OOHOBIJIEHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE M0/1 TPaBaMU IOJIb30BATENS, @ HE aIMUHHUCTPATOpa. DTO HE
MO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCSI HA TBOEM MEPCOHATBLHOM
KOMIIBIOTEPE;

4. Vcnionb3yil aHTUBUPYCHBIE IPOTrPAMMHBIE ITPOLYKThI U3BECTHBIX POU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpaanyb GU3NUECKHUI TOCTYN K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Vcrionb3yil BHEITHUE HOCUTENU HH(OpMAINK, Takue Kak (iemka, JMCK Wwin (aitn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTKphIBaii KOMIIBIOTEpHBIE (halIIbI, TOTYyYEHHBIE U3 HEHAICKHBIX HCTOYHUKOB. Jlaxke Te
(aiinel, KOTOpPBIE TpUCa TBOIM 3HAKOMBIN. JlydIle yTouHU Y HEro, OTIPABIISUL JIM OH TeOe UX.

Cetu WI-FI

Wi-Fi - 310 He BHJI Ilepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIb OpeHa, mapka. Eme B 1991
rojly HUJIEepIaHJICcKas KoMraHus 3apeructpuposaia opens "WECA", yto o6o3Hayano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoauTcst Kak "0ecrpoBoIHasI TOYHOCTH .



Jlo Hamero BpeMeHH JAoIIa Ipyras abopeBuaTypa, KOTopas sSBJISETCS TAKOU )K€ TeXHOJIOTHEH.
Ot1o0 abbpeBuarypa "Wi-Fi". Takoe HazBanue ObUIO JaHO ¢ HAMEKOM Ha CTaHIAPT BBICIICH
3ByKkoBo# TexHuku Hi-Fi, uTo B mepeBoe o3HavyaeT "BbICOKast TOYHOCTH'".

Ja, 6ecrutaTHBI HHTEPHET-IOCTYII B Kae, OTENAX U adpOoIropTax SBISIETCS OTIMYHON
BO3MOXHOCTBIO BBIXOZIa B MUHTEpHET. HO MHOIME 3KCepThl CUUTAIOT, 4TO 001IeocTynHble Wi-
Fi cetu He aBnsitoTCs 0€30MaCHBIMU.

CoBertsl 110 Oe30macHOCTH paboThI B 00mIe0CcTYIHBIX ceTsix Wi-fi:

1. He mepenasaii cBoro muunyro uHpopmaruio uyepe3 odmenocrynubie Wi-Fi cern. Pabotas B
HUX, KCJIAaTCIIbHO HC BBOAWUTD MAapOJI JOCTYIIA, JIOTHUHBI U KaKHUC-TO HOMEPA,

2. Ucnionb3yit 1 0OHOBIISIN aHTUBUPYCHBIE IPOrpaMMBbl U Opanamayep. TeM caMbIM ThI
obe3omacuib ce0s OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonp3oBanuu Wi-Fi orkmroun ¢pynknuro "OOmmit qoctyn K (aitiaMm 1 npuHTepam’.
JanHas GyHKLHUS 3aKpbITa [0 YMOITYAHHUIO, OTHAKO HEKOTOPBIE MOJIb30BAaTENI aKTUBUPYIOT €€
JU1s1 y1oOCTBa MCTIONIb30BaHUs B paboTe Wi y4eoe;

4. He ucnione3yii myommunsiii WI-FI 1 mepenaun TUYHBIX JaHHBIX, HAIPUMED IS BBIXO/A B
COLIMAJIbHBIC CETH WU B DJIEKTPOHHYIO IIOYTY;

5. Ucnonw3yit Tonbko 3ammuinennoe coenuaenne uepes HTTPS, a ue HTTP, T1.e. mpu Habope
BeO-aapeca BBoAM uMeHHO "https://";

6. B mobunsHOM Tenedone otkiaoun ¢pynkuuio "[lonkmoyenne k Wi-Fi apromarnuecku". He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUs yCTpoiicTBa Kk ceTsim Wi-Fi 6e3 TBoero cormnacusi.

ConmanbHble CETU

CornuanbHbIe CeTH aKTUBHO BXOJAT B HAITY KU3Hb, MHOTHE JIFOJIU pa0OTAIOT U KUBYT TaM
MOCTOSTHHO, a B Facebook y»e 3aperucTpupoBan MUJUIAAP/T YESITOBEK, YTO SIBISICTCS OJTHOMN
CEIbMOM BCEX KUTENEH TuTaHeThl. MHOTHE TIOJh30BaTENId HE TIOHUMAIOT, YTO HH(OpMAIIHS,
pa3MelnIeHHass MU B COIIMAIIBHBIX CETSIX, MOXKET ObITh HalJIeHA M UCITOJIb30BaHA KeM YTOJIHO, B
TOM YHUCJIEC HE 0053aTeBHO ¢ OJIaTMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI IO 0E€30IIaCHOCTY B COLIMAIBHBIX CETIX:

1. Orpanuy4p CIUCOK Apy3eh. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYYailHBIX U HE3HAKOMBIX
JIIOICH;

2. 3ammaii cBOro YacTHYIO ku3Hb. He yka3piBaii maponu, TenedoHsl, agpeca, 1aTy TBOETO
POXAEHUSA U APYTYIO JUYHYIO HH(OPMALHIO. 3T0YMBIIICHHUKH MOTYT UCIIOIb30BaTh 1aXke
UH(POPMALIKIO O TOM, KaK Thl K TBOM POJUTENH IUTAHUPYETE MPOBECTU KaHUKYJIBI;

3. 3amuiaii CBOIO PEIyTAaIHIo - JEPKU €€ B YUCTOTE U 3a/1aBail cede BOIpoc: X0Tel ObI ThI,
YTOOBI IpyTHe TOIH30BATENN BUACIH, YTO THI 3arpyxaemib? [lomymaii, npexae 4em 9To-To
OITyOJIMKOBATh, HAMKCATH U 3aTPY3UTh;

4. Ecnu Thl TOBOPHIIB C JIFOJbMHU, KOTOPBIX HE 3HACIIIb, HE UCIIOJIB3YH CBOE PEAIbHOE UMS U
JPYTyI0 JUUHYIO HH(OPMAIIMK: UMSI, MECTO JKUTEJILCTBA, MECTO Y4eObl U Ipoyee;



5. U36eraii pa3menienus ¢pororpaduii B UuTepHere, rae Thl H300paXkeH Ha MECTHOCTH, T10
KOTOPOH MOXKHO OTIPEJEIUTH TBOE MECTOIIOJIOKCHHUE;

6. [Ipu perucrparuu B COIMATBHON CETH HEOOXOAMMO HCTIOIB30BaTh CIIOKHBIC MTAPOJIH,
cocroAmIre u3 OyKB U IUQP U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. 11t conManbHOM ceTH, MOUTHI M IPYTUX CalTOB HEOOXOANMO UCIOIb30BAThH Pa3HbIE MAPOJIH.
Torna ecau Te6st B3I0MAIOT, TO 370yMBIIUIEHHUKH MOIYy4YaT JOCTYI TOJIBKO K OAHOMY MECTY, a
HE BO BCE Cpasy.

DJIEKTPOHHBIE IEHBI'H

DJIIEKTPOHHBIE ICHBTU - 3TO OUYEHb YAOOHBIN CIIOCO0 TUIATEXKEH, OHAKO CYIIECTBYIOT
MOIIICHHHKU, KOTOpBIe XOTAT HOJIy‘II/ITI: 9TU NCHBI'U.

DIIEKTPOHHBIE I€HbIY MOSBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOr0 BO MHOTHX
rocyapcTBax 0 CUX IMOP HE MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHN (yHKIMOHUPYIOT M O HUX Y>K€ IPOMHICAaHO B 3aKOHE, TIe UX Pa3JelisiioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHUMHBIC. Pa3sHuIla B TOM, YTO aHOHMMHBIE - 3TO T€E, B
KOTOPBIX pa3peliaeTcst MpOBOAUTH ONEepaiy 0e3 uIeHTH(PHUKALNN TT0Ib30BATENs, a B
HEaHOHMMHBIX MIEHTH(PUKALNS OJIb30BATENS ABIAETCA 0053aTENbHOM.

Taxxe crneayeT pa3nuyarh 3J1eKTPOHHBIE (PUaTHBIE JeHBIU (PaBHBI TOCYJApCTBEHHBIM BaJIIOTaM)
U 3JICKTPOHHbIE HEe(HUATHBIE ACHBI'H (HE PaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 O€30IaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

1. [TpuBspku K cueTy MOOMIIbHBIN TenedoH. DTO caMblil yIOOHBIN U OBICTPBIN CIIOCOO
BOCCTAaHOBHUTH JIOCTYII K c4eTy. [IpuBsi3aHHbIi TenedoH MOMOXKET, eciau 3a0yeb CBOH
MJIATEKHBINA MapOJIb WK 3aiIelIh Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit omHOpa3oBbie mapoiu. [locne nepexoaa Ha YCHIICHHYIO aBTOPH3AIIUIO TeOe yiKe
He Oy/IeT yrpoXxaTh OMACHOCTh KPa)XH UITU TepexBaTa MIaTeKHOTO MapoJis;

3. Bribepu cnoxHbIi mapods. [Ipectynmaukam OyneT He IpOoCTO yrajaaTh CI0KHBIM Mapoib.
HanexHble maposn - 3To napoiiy, KOTOpbIE COAEP)KAT HE MEHEe 8 3HaKOB M BKJIIOUYAIOT B €04
CTPOYHBIE U MPOMUCHBIE OYKBBI, IU(PHI M HECKOJIILKO CUMBOJIOB, TAaKHE KaK 3HAK J0Jj1apa,
¢dyHTa, BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMUHBIE JJAHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DneKTpoHHas 1ouTa

DNEKTPOHHAs NOYTA - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTH 110 EPECHUIKE U
HOJIyYEHHUIO IEKTPOHHBIX COOOIEHHH, KOTOPbIE PACHIPENEIIAIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBIN TOYTOBBIN SAIMIUK BBIMJISIIUT CIETYIOIIUM 00pa3oM:
UMs_I0JIb30BaTeNI(@uUMsL_AoMeHa. Taxke KpoMe nepeiaun IpocToro TeKCTa, MeeTcs

BO3MOXHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe ¢ ITCKTPOHHOM MTOUYTOM:



1. Hano BbIOpaTh mpaBUIIbHBIN TOYTOBBIN cepBHC. B MHTEpHETE €CTh OrPOMHBII BEIOOD
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JyYIlIe T0BEPATh TEM, KOTO 3HAellb U KTO IEPBbIH B
peuTHHre;

2. He yka3piBaii B TMYHOM MOYTe JIMYHYIO HHPOpMaruto. Hampumep, sydiie BEIOpaTh
"My3bIKaNIbHBIN (haHaT@" wim "pok2013" Bmecto "Temal3";

3. Mcnonb3yi ABYXATAMHYIO aBTOPU3AIMIO. JTO KOTJa TOMUMO MapOoJIsl HYKHO BBOJIUTH KO/,
npucbuIaeMblil mo SMS;

4. BeiOepu cioKHBIN apoab. J{Jis KaKI0To MOYTOBOTO STHUKA TOJDKEH OBITh CBOM HAJIC)KHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOKHOCTB HANMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH OTY
BO3MO>KHOCTB;

6. Mcnosb3yi HECKOJIBKO MOYTOBBIX SIUUKOB. [IepBbIii 17151 4aCTHOM MEPENUCKHU C aipecaTamu,
KOTOPBIM Thl JOBEPSAELIb. DTO MIEKTPOHHBIN aIpeC HE HAJ0 UCIOIb30BaTh IPU PETUCTPALIUU Ha

dbopymax u caiftax;

7. He oTkpsiBaii (ailsibl U Apyrue BIOKEHUS B MHUCbMaX, Ja)Ke €CIIM OHU MPUIILTH OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIA JTU OHH TeOe ATH (aiibl;

8. [Tociie okoHyaHuUs1 pabOTHI Ha IOYTOBOM CEPBUCE TEepe] 3aKPHITHEM BKIIAJIKH C CAUTOM HE
3a0ynpb HaxaTh Ha "Beriitu".

KubepOymiiHT Wi BUPTYaTbHOE U3/1€BATEIHCTBO

KubepOymnuHr - mpeciieoBaHue COOOIEHUSMH, COACPIKAITUMU OCKOPOJICHHUS, arPeCCHIO,
3allyTUBaHUC; XYJIIMTAHCTBO; COLIUAJILHOC 601>'IKOTI/IpOBaHI/Ie C IMOMOUIBIO PA3JIMYHBIX UHTCPHCT-
CEpPBHUCOB.

OcCHOBHBIE COBETHI IO OOPKOE C KHOEPOYIITUHTOM:

1. He 6pocatics B 60oit. JIydmmii ctoco6: mOCOBETOBATHCS Kak ceOst BECTH U, €CITH HET TOTO0, K
KOMY MOXHO OGpﬁTHTBC}I, TO BHAYAJIC YCIIOKOUTLCA. Ecnu THI HaYHEIIL OTBEYATH
OCKOPOJICHUSMH Ha OCKOPOJICHHUSI, TO TOJBKO eI1e OOJIbIIE pa30KKEITh KOHDIUKT;,

2. Yrpasunsaii cBoel Kubeppenyraimei;

3. AHOHUMHOCTH B ceTd MHUMAs1. CyIIECTBYIOT CIIOCOOBI BBISICHUTE, KTO CTOHUT 32 aHOHUMHBIM
aKKayHTOM;

4. He ctouT BecTH XyJUTaHCKHUI 00pa3 BUPTyaIbHOM KWU3HU. IHTEpHET PUKCHpyeT Bce TBOU
JIeMCTBUS M COXPAHAET UX. Y JalUTh UX OyAeT KpaiHe 3aTpyIHUTEIbHO;

5. ColOroiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuanuHbii HeratuB. OTHOPa30BbIE OCKOPOUTEHHBIC COOOIIIEHHUS JTyUIIIe
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcst Ha Ha4YaJIbHOM CTa/lny;



7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COIIMATTBHBIX CETSIX
€CTh BO3MOKHOCTb OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C OMpeIeIeHHbIX apeCcoB;

8. Eciu b1 cBUAeTenbh knbepOyiunara. TBOM NEWCTBUS: BRICTYIIUTH MPOTUB MIPECIICIOBATENS,
MOKa3aTh €MY, YTO €ro JIEUCTBUS OLICHUBAIOTCSI HETaTUBHO, MOAIEPKATh )KEPTBY, KOTOPOI
HY>KHa TICUXO0JIOTHYEeCcKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpeCCUBHOTO MOBEICHUS B
CETH.

MoOunbHbIH TenehoH

CoBpemenHble cMapT(HOHBI U TUTAHIIETHI COAEPKAT B ce0e BIOJIHE B3POCIbI (QyHKIMOHAI, U
Terepb OHU MOTYT KOHKYPHPOBATh CO CTAIl[MOHAPHBIMU KOMITbIoTepamMu. O1HAKO, CPEJCTB
3alUTHI 1J1 TOI00HBIX YCTPOMCTB MOKa OueHb Maso. TecTupoBaHue U MOUCK YSI3BUMOCTEH B
HUX MMPOUCXOJUT HE TaK MHTEHCUBHO, Kak s [1K, To ke camoe kacaercs 1 MOOUITBHBIX

MIPUITOKEHU .

CoBpeMeHHbIe MOOMITBHBIE Opay3ephl YK€ MPAKTUYECKHU TOTHAIM HACTOJIbHBIE aHAJIOTH, OTHAKO
pacupenue QpyHKIIMOHAIA BI€YET 32 COOOH OOJIBLIYIO CII0KHOCTh M MEHBIIIYIO 3aIIUIICHHOCTb.

Jlaneko He Bce MPOU3BOIUTENH BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHICCKHE
YSI3BUMOCTH 171l CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJ1s1 0€301aCHOCTH MOOMIIBHOTO Telle(oHa:

Huuero He siBrsieTcst mo-HacTOsAIIEMY OecTuiaTHRIM. Byb ocToposkeH, Beab Korja Tede
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

Hymaii, mpex e uem otnpaBuTbh SMS, ¢oto nnu Buaeo. Tel TOYHO 3HACIIB, T/I€ OHU OYIYT B
KOHEYHOM uTOre?

HeobxoaumMo 0OHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa;
Hcrionp3yit aHTUBUPYCHBIE TPOTPAMMBI JIJIsI MOOHMIIBHBIX TENIS()OHOB;

He 3arpysxaii mpuiioskeHus: OT HEU3BECTHOTO CTOYHHKA, Be/lb OHU MOTYT COAEpPXKAaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieYeHue;

[Tocie Toro Kak ThI BBIWIEIIH C CaiiTa, TJe BBOAWI JUYHYIO HH(OPMAITUIO, 3211 B HACTPONKH
Opaysepa u ynamu cookies;

[Iepuoanuecku npoBepsid, KaKKUe IJIaTHBIE YCIYIM aKTUBUPOBAHBI HA TBOEM HOMEDE;

JlaBaii cBoii HOMEp MOOMIIBHOTO Tee(OoHa TOJIBKO JIFOSIM, KOTOPBIX Thl 3HACIIH U KOMY
JOBEpsICLIb;

Bluetooth momkeH ObITH BBIKITIOUEH, KOT/Ia THl UM HE MOJIb3yelibes. He 3a0biBail nHOT 1A
IPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPACOYHbIE, 3aXBATHIBAIOIINE Pa3BICUEHUS, 00bEINHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MHpPY. Irpoku UCCIenyroT JaHHbBIH UM MHp, OOIIAIOTCS APYT C



APYroM, BBITTOJHAIOT 3aJaHus, CPAKAOTCA C MOHCTpAMU U MTOJYYAlOT OIIBIT. 3a YAOBOJLCTBUC
OHHU IIJIATAT: IMMOKYIIAKT AWCK, OILIaYUBAKOT a0OHEMEHT WU HpI/IO6peTaIOT KaKue-TO OIIIIHUH.

Bce atu cpenctBa uayT Ha nojAepKaHUe U Pa3BUTHE UTPHI, @ TAK)KE HA caMy 0€30I1aCHOCTD:
COBEPIIICHCTBYIOTCS CUCTEMBI aBTOPU3AIINH, BEIITYCKAIOTCSI HOBBIE MaT4H (1{U(POBBIE 3aIIaTKU

JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX HUrpax CTOUT OracaTbCsa HE CTOJBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXXH TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTCMaA aBTOpHU3aAllUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 O€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Eciu npyroit urpok BeieT cels MI0X0 WM Co3/1aeT TeOe HEMPUITHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB,

2. Iloxkanylicsd agMUHUCTPATOpPaM UIPbl Ha IJIOXOE MOBEJEHUE 3TOT0 UTPOKA, HKEIATEIBHO
HPUIIOKUTH KaKHe-TO I0Ka3aTebCTBA B BUJIE CKPUHOB;

3. He yka3pIBaii TH4uHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii HeoUIIHATBHBIE TTATYU U MOJBL;

6. Mcnonb3yl C0KHBIE U pa3HbIE MAPOJIH;

7. Jaxxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [I0Ka ThI UTpaelib, TBOH KOMIIBIOTED
MOT'YT 3apa3uTh.

OUIIMHT UIN Kpaxa JUYHBIX JaHHBIX

OObIuHOM Kpaxkel ACHET U JOKYMEHTOB CETOHS YK€ HUKOTO HE YJIUBHIIb, HO C Pa3BUTHEM
HHTepHeT-TeXHOHOFI/Iﬁ 3HOyMBIH_UIeHHI/IKI/I HepeMeCTI/IHI/ICB B I/IHTepHeT, nu HpO,Z[O.H)KaIOT
3aHUMATHECS "'TIOOUMBIM" HEJIOM.

Tak mosiBMIIack HOBasi yrpo3a: HHTEPHET-MOIICHHHYECTBA WX (DUIIKHT, TJIaBHAS 1EJIb KOTOPOTO
COCTOMT B IMOTYYCHUH KOH(UIESHIINAIBHBIX JAHHBIX MOJIb30BATENeH - IOTMHOB U mapoiieil. Ha
AHTJIMICKOM s13bIKe phishing unTaercs kak ¢umuHr (0T fishing - peiOHas noBs, password -
11apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Crienn 3a cBouM akkayHTOM. Eciu Tl TO103peBaetib, 4To TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aIMUHUCTPATOpPaM pecypca 00 3TOM Kak MOKHO
CKopee;

2. Ucnonw3yit 6e3omacHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3unHOB M MTOUCKOBBIX CUCTEM;

3. Ucnionw3yit CoXHBIE B pa3HbIe MMapoyid. TakuM 00pa3om, eciii TeOs B3JIOMAIOT, TO
3JIOYMBINUJICHHUKHA MOJYYaT JOCTYII TOJIBKO K OJTHOMY TBOCMY HpO(bI/I.HIO B CCTHU, a HEC KO BCCM,



4. Ecniu Te0s1 B3110Mali, TO HEOOXOAMMO MPENYNPEANUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
N00aBJICHBI y T€OS B IPY3bsX, O TOM, UTO T€OsI B3IOMAJIA U, BO3MOKHO, OT TBOETO0 UMEHH Oy/IeT
pacchlUIaThCsl CllaM U CCHUIKHM Ha (PUIIMHTOBBIC CAUTHI;

5. Ycranosu HaznexHbli napossb (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe Mmapoiisi B Opaysepe;

7. He oTkpbIBaii haiiabl U Ipyrue BIOKEHUS B MUChMaX, TaXKe €CJIM OHU MIPHUIILIA OT TBOMX
npys3eil. Jlydiie yTouHH y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (paitibl.

[Mudposast penyranus

Hudposas penyranus - 3T0 HEraTUBHAs WJIM MO3UTHBHAs HH(POPMALIUs B CETH O Tebe.
Komnpomerupyromas nHpopmarus, pa3MelieHHasl B UHTEPHETE, MOXKET CEpbe3HbIM 00pa3oM
OTpa3uThbCs Ha TBOEH peanbHOM >xu3HU. "Lludposas pemyrauus" - 3T0 TBOM UMUK, KOTOPBINA
dbopmupyeTcst u3 nHGOpMaIuK O TeOe B MHTEPHETE.

TBoe MecTo KHUTEIbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHNE, OCOOCHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBACTCS B CETH.

MHor#e mopOCTKH JISTKOMBICJICHHO OTHOCSITCS K IMTyOJIMKAIIUU JTMYHON HH(OpPMAIUHU B
HuTepHere, He MOHUMas BO3MOXKHBIX IOCIEACTBUM. ThI 1aKe HE CMOXKEIb JOTANATHCSA O TOM,
4yTto pororpadus, pazmerieHHas 5 JIET Ha3al, CTala MPUINHON O0TKa3a MPUHATH TEOs Ha padoTy.

KoMmmenTapuu, pazmenienrue TBoux ¢otorpaduii U Apyrue 1eiCTBUsI MOTYT HE HCUE3HYTh JIakKe
MOCIIe TOTO, KaK Thl UX yJaIuIb. Thl HE 3HACIIb, KTO COXPAHIII ATy HH(POPMAIIUIO, TIOTaa JIn
OHA B [TOMCKOBBIE CUCTEMBI U COXPAaHUJIACh JIU OHA, a IJIaBHOE: YTO MOJyMaloT 0 Tebe
OKpY’KalOIIMe JII0]IU, KOTOpPBIE HAWAYT M YBUAAT 3T0. HailTu nHpopMainio MHOTO JIET CriycTs
CMOJXKET JI000H - Kak U3 J0OPHIX MOOYKICHHH, TaK M C HAMEPEHUEM MPUYUHUTE Bpe. ITO
MOKET OBITh KTO YTO/HO.

OCHOBHBIE COBETHI 110 3alTUTEe ITU(POBOM peIrTyTaIuu:

1. [Togymaii, mpexae yeM 4To-TO MyOIMKOBATh U MepeaaBaTh y ceOs B 0J0Te WU B COITMATBHON
CeTH;

2. B Hactpoiikax npouis ycTaHOBH OTPaHUYEHUS Ha IPOCMOTP TBOETO MPOGUIISL U €T0
COAEP)KUMOTO, CIIeTal ero ToJIbKO "miis npy3ei”;

3. He pa3meniaii u He yka3biBaii HHPOPMALIKIO, KOTOPAsk MOXKET KOT0-TH00 OCKOPOIATH UK
00MXaTh.

ABTOpCKOE TIPaBO
CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE M0JIb30BaTENN IIU(PpoBOro npocrpancTsa. OaHaKo
JIaJIeKo HE BCE 3HAIOT, YTO MOJb30BaHHE MHOTMMHU BO3MOXHOCTSIMH ITU(PPOBOTO MHUpa TpedyeT

coOJTI0ICHHSI TIPAB HA MHTEIUICKTYAIbHYIO COOCTBEHHOCTb.

TepmuH "HHTEIEKTyanbHasi COOCTBEHHOCTh" OTHOCHTCS K PA3TMYHBIM TBOPEHHUSIM
YeJI0BEUYECKOr0 yMa, HauWHasl C HOBBIX M300pETEHUH U 3HAKOB, 0003HAYAIONTUX COOCTBEHHOCTh



Ha MPOJYKTHI U YCIYTH, ¥ 3aKaHUMBasi KHUTraMu, GoTorpapusiMu, KHHOQUIbBMaMHU 1
MY3bIKaJIbHBIMU ITPOU3BEIECHUSAMM.

ABTOpCKHeE MpaBa - 3TO MpaBa Ha HHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BE/ICHUS HAYKH,
JUTEPATYphl U UCKyCCTBA. ABTOPCKHE MPaBa BHICTYNAOT B KAYECTBE rapaHTUN TOTO, YTO
MHTEJJIEKTYaJIbHBIH/ TBOPUECKU TPYZ aBTOpa He OYJET HAllpacHbIM, 1aCT EMY CIIpaBeIIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOETO TPY/Ia, MOJIYYUTh U3BECTHOCTh U MPU3HAHHUE.
HuxkTo 0e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOIUTH €0 MPOU3BEACHHE, PACTIPOCTPAHSITD,
nyOJIMYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTHUPOBATH, ITYCKATh B MIPOKAT, MyOIMYHO
UCIIOJIHSATH, IOKA3bIBATH/UCIIONHATD B 3(Upe Ui pazMenaTts B IHTepHeTe.

Hcnonp3oBaHue "mUpaTcKOro" MporpaMMHOTO 0OECTICYCHHS MOKET MTPUBECTH K MHOTUM
pHUCKaM: OT IMOTEPH JAaHHBIX K TBOUM aKKayHTaM J10 OJIOKUPOBKU TBOETO YCTPOMCTBA, I/ie
yCTaHOBJIEHA HeJerajabHas nporpamma. He cTout Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETAIbHbBIE
U OecrlaTHBIE IPOrPaMMBbl, KOTOPBbIE MOXKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOH TJIaBHBIN COBETYHK B CETU. 3/1ECH Thl MOXKEIIIb Y3HATh O OE30MaCHOCTH B
CETHU MOHSATHBIM U JIOCTYIHBIM SI3bIKOM, a PU BOZHUKHOBEHUU KPUTUUYECKON CUTYyaIIUU
00paTUTHCS 32 COBETOM. A TakXke MPUHATh y4acTHE B KOHKYPCAX U CTaTh CaMbIM LIU(POBBIM
rpakJJaHUHOM!
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